USER'S MANUAL

on generation of electronic digital signature keys using the "User’s
Account" of the Key Certification Center of JSC "PRAVEX BANK"



1. LIST OF ABBREVIATIONS

KCC administrator— authorized employee of JSC PRAVEX BANK

Bank — JSC "PRAVEX BANK"

EDS — electronic digital signature.

User's office — official resource of JSC "PRAVEX BANK" (https://ca.pravex.com.ua:444/).
PC — personal computer.

KCC — Key Certification Center of JSC “PRAVEX BANK”.

USB-drive — flash drive.

2. USER’S ACCOUNT ASSIGNMENTS

The user’s account of Key Certification Center (hereinafter referred to as the user’s account) is the official resource
of JSC "PRAVEX BANK" which provides:

e user registration;

e generation of user EDS keys;

e certification of public users EDS keys.

3. REGISTRATION IN THE USER’S ACCOUNT

1. In order to be able to generate a KCC EDS key, the Bank needs to register in the User's Account at
https://ca.pravex.com.ua:444/ or on the Bank's official website in the section PRAVEXBANK BIZ == Generation of
the Bank’s KCC EDS key (Fig. 1).

1 | I | I IIMEKC EAI—[K Mowyx Mpo BaHk Kap'epa B BaHky KOHTAKTHI T8 MNSTIKHI PEKEISUTI Eamily Banking Kypow eanwot @ 3EB0pOTHIA 3E'AZ0K
lonoska / PRAVEXBANK BIZ / lewepayis knoua ELT LCK Bariy
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Fig. 1. Section “Generation of the Bank’s KCC EDS key”

2. The standard view of the home page of the User’s account is shown in Fig. 2.
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Fig. 2. User’s Account home page

3. For clients who are not registered in the User’s account, you should go through the registration procedure by
clicking the button feseTrann nagers repueTy=ata

4. Next, fill in the registration form with the user's details, selecting the user type "Legal entity"”. An example of
filling in the registration form is given in Fig. 3.

PeecTpauis kopucTyBaua

[AAns pesCTpaUi KOpUCTYEUA kafieTy LICK HeoBiAo JaNOBHUTIN HACTYMHY GOPAY 2375K 2 IHOOPMALE NP0 3aREHHES (KopUCTyEsua)

| Opuanuma ccoba |

D' (Norik} *: Tecrosi norik

Appeca enexTpoHHOT nowTiA (e-mail) *: oiga dimpu @pravex ua

Mpizeswe *: TecTose npU3siwe

IR Ta no GaTbeosi *: Tectose MR

MicTo (wac. mywicr) *: [kitie
O6nacTs (perion) *: [ =

iR micT Kiie 360 Cesacronons none 'DBASCTL (PerioH]’ He 2aN0EHIosTLR

Oprawizayin *: Tecroza xounaks
Nigpozgin *: Tacrasni nigpozain
Nocapa *: Tecrosa nocaga

Appeca:

Tenedon :

Kop EAPNIOY *: [12345672
Kop AP®O **: 1234567830
lgenTuixatop HEY :
Kog, CTIOM :

™
" Bue pobior
s
-

e e - et e

SapeccrpysaTn
* - offios'ax0si 40 2&NUBHEHR NIGNR

** . AR SiauHNK 008, AKI USDES CEOT pRNIrfK M i = Eif MPMAHATTR pesc HOro HoMeDa oBNiK0B0T K3DTKA MNETHUKS NOAATKIE T3 NoEi, npa uge s igHwi i DpraH i MasTs ElgMITKY ¥ nacnopTi y none “Kog
JIPDO" EHOCATLCR CB0IA Ta HOMED NACNOPTY.

Kog migm i 6yAe i wa agpecy i nowrm

Fig. 3. User registration form in the User’s account

5. Press the button

6. After that the message about the necessity to confirm the user registration by the link in the e-mail, which was
specified during the registration (see Fig.4), will appear:

|| TIPABEKC BAHK ~ KABIHET KOPUCTYBAYA LICK

.
PeecTpauina KopucTyBauda
PeccTpayis 2asepleHs yoriwHo. JnA nigTeepl=eHHR peccTpaLl NEREALITE 23 NOCANSHHAN, WO HIESZEHD ¥ ENEXTROHHOMY AWCTI.

Fig. 4. Message about the end of user registration



7. The following message will be sent to the e-mail address specified during registration (see Fig. 5):

on ca@pravex.ua

Komy: # Dimpul Olga Grygorivna
Konua:

Tema: EURegistration

Ha eawe im'a Gyno spobneHo 3anKT Ha peECTPaLio KOPKCTYBaYa PeccTpauiiHi gaHi:
Tun HopucTyeaua: KopuawdyHa ocoba

Im'A HopucTyBada (norin): TecToBMIA AOriH

Kopwcrysay (Common name): Tectose npussiwe Tectose im\'A

Mpizenwe: TecToee Npr3siwe
Im'A Ta no BaTeroei: TecToee im\'A

MicTo (Hac. NyHKT): Kuie
O6nacTb (perioH):
Apnpeca:

TenedoHn:

OprauHizauia: TecTosa KOMNAHIA
Nigpozaain: TectoBMi Nigposain

Nocaga: TecTtoBa Nocaga

Afpeca eneHTpoHHOT NowTk: olga.dimpul@pravex.ua Im'a (DNS UM iHWe):

Hog EOPNOY: 12345678
Kog AP@O: 1234567890
lneHTHdivaTop HEY:
Hon CNdM:

LnA nigTeepaeHHA peecTpauji HeobxigHo NepefTH 3a NocKHAaHHAM: https://ca.pravex.com.ua:444/registration-accept?
id=146&ac=2f9157160671ab2d47db892ac520d2e7aciedb5dand5a944925f48c955c70d88103aff58479653c30533db18d309723b

Fig. 5. Example of registration E-mail confirmation

8. To confirm the registration, click on the link, and then the page with confirmation of registration and activation of
the record will be automatically opened (see Fig. 6).

| IIPABEKC BAHK ~ KABIHET KOPUCTYBAYA LICK

PeecTpaujia KopucryBaya

Ballly peecTpaLiiso NigTESpAKEHD, OBNIKOBWA 3aMWC 3KTUEDEAHO.

Bxig o KabiHeTy kopicrysaqa LICK

Fig. 6. Registration confirmation page in the User’s account

9. Next you should press the button pic 1’, after that the user will be taken to the home

page of the User’s account, where it is necessary to login to the User’s account under the username and password
specified during registration (see Fig. 7).

[] [TPABEKC FAHK

Bxig KopucTyBa4a

I (Morin}:
TecToBWiA noriH

LleHTp cepTudpikauil
Knro4iB
Maponb gocTyny:

KafineT kopucTyBa4a sssnns m

BigHoBneHHA naponts
PeecTpauin HOBOrO KOpUCTYBA4E

Fig. 7. Home page of the User’s account



4. PERSONAL KEY GENERATION

1. The standard page of the User’s account is shown on. Fig. 8.

[TPABEKC BAHK ~ KABIHET KOPUCTYBAYA LICK s 3 kativery

Mpo kaliHer JaBaHTaHmuTH CeHepauin knigyig 3anBka Ha cepTndikamm MNepemnan 3ansok Apxig 38ABOK

Mpo kabiHeT kopucTyBaya UeHTpy cepTudikauii knoyie

UenxTp cepTudikaui kniovis (LICK) zabesnevye oGcnyrosyeanns cepTndikaTis BiGKpHTHX KNIOYIE KOPUCTYBaYB pospoGHUKIE T8 iHWHX KOpHCTyEaYis. Hagae pospofHiKkamM MOXNIMEICTE CTECPIDEETH
ENECHUI B{GOKpEMNEHNI NYHKT peecTpaui LCK.

LleHTp cepTudikauii kniouie zabeanevye:

- 0GCMYroBYBaHHA CePTUHIKATIE KOPWCTYBAYIE, WO BKMIOUAE:
PpeEcTpaLiio KOPUCTYBAYIB;
CepTHMIKALIIO BIIKPUTUX KNIOYIE KOPUCTYBAUIE;
PO3NOBCHIKEHHA CEPTHMIKATIE Uepe3 IHMOPMALIAHMI pecype - web-caifT Ta LDAP-KaTanor, a Tako 3a npaTokonom CMP;
yNpaeniHHA CTaTyCOM CepTHIKaTIE Ta pOENOBCHIKEeHHA iHDopMauii Npo cTaTyc cepTUdikaTie yepea CNMCKK BiOKNWKaHWX cepTHdikaTie Ha iHhopMauiiHoMy pecypci Ta aa
npotokonom OCSP;

- (hiKCyBaHHA Yacy (POPMYBAHHA NO3HAYOK YACY).

¥ 3acofax LICK peanisyroTbCA HACTYMHI KDHNTOrPaiuHi aNrOPHTMHK Ta NPOTOKONH
- WHBpyRaHHA 33 ACTY MOCT 28147:2000, TDEA T2 AES 3a ISOAEC 18033-3;
- EUM3a ACTY 4145-2002 13 R3A 3a ISONEC 14888-2:2008 | PKC3#1;
= TrewyeaHHA 3a MOCT 34.311-95 1a SHA 3a ISOMEC 10118-3.2004;
+  MpOTOKON PO3NoAiNy KNKUoBNK AaHKx 3a ICTY ISONEC 15946-3 Ta BUMOT A0 (hOpMATIE KpUNTOTpadiuHuX NOBINOMMEH.

3acofn LICK ninTpuMyoTs HACTYNHI hOPMaTH O3HIX Ta ONEpaLiitHi NPOTOKONM B33EManii:
- cepTudikaTh Ta CIMCKK BIAKNUKaHWX cepTudikatie (CBC) arigHo ISONEC 9594-8 Ta AepwaBHHX BHMOT 0 Hafiitnux 3aco6ie EL|;
- ocoBueTi Knioui aripgHo PKCS#8 Ta PKCS#12;
- npoTokon OCSP (BnaHaueHHA cTaTycy cepTidikara) arigHo RFC 2560 Ta Ta Qe pxaeHnx BMMOr 0o HagiiHux aacofie ELIM;
« npoTokon TSP (iKcyeaHHA yacy) arigHo RFC 3161 Ta fepmaBHuX BUMor 0o Hapifinux aacoie ELM;
- npoTokon CMP (ynpaeniHHA cepTudikatamu);
- npoTokon LDAP (goctyn oo LDAP-katanory),
= mignucadi gani (gani 2 EUNY arigro ETSI TS 101 733 (CAES), RFC 5652 Ta geps#asHux BMMOT 00 HagiiHWx aacobis ELM;
= 3axuueni oadi (3awwdpoBani gawi) arigpHo RFC 5652 1a TEXHIYHHK ikaui

3acofn kabiHety kopucTyeava LICK 3afesnevyioTe oGcnyrogyBaHHA TECTOBKX CepTUdikaTie BIDKPUTIX KNOJIB KOpUCTyBadie. Hagae MmoxnueicTe opmMyBaTi TecTosi cepTuiikatin
KOPWCTYEAUIE, B TY. | 3 NONEPEHE 0K reHepauieln ocoBocTix Knoie

Fig. 8. User’s account

[eHepallina KNoYie

2. To generate an EDS key, select the corresponding section (Fig. 9).

3. Key generation consists of two steps:
e personal key generation
e generation of a certificate request.

(] TTIPABEKC FAHK ~ KABIHET KOPUCTYBAYA LICK

MNpo kadiHeT SaBAHTAXMUTH [eHepauin KNI S3AEKA HA CepTHdIkATH MNepernag sanBoK ApXiB ARB0K
Kpok 1 - Kpok 2
lexepauin ocobucTore knwya TOpMYEAHHA SANWTY HA CTEOPEHHA CENTHMNKS

Knwoy EUN Gyge aBTOMETHYHO 3aNWCAH0 B Nanky «3a8aHTa%eHHAx» Ha Bawomy podovomy MK, CroniniTe foro Ha dinew-Hocii.
Ana redepayil 0coBWCTOMD KNIKYE BESATE NAR0NE 40 HEOMD 33 GONOMOTOH GIOPMH, WO HABEAEHO HHMYE, T HATHCHITE «danis.

FeHepyBaThH Knodi

MNaponk 2axucTy 0CoDNCTOrD KNoya:

Napons 2@axucTy ocoBnCToro Knya (NigTBep@eHHa )

Fig. 9. "Key Generation" section
4. The first step is to specify the PASSWORD for the personal key and confirm it.

Attention! When setting the password, the layout on the PC keyboard must be taken into account.



5. After clicking the button m automatic generation of the EDS key ("Key-6.dat" file) will be performed,

which should be saved on the PC by selecting the following @ CoxpannTb @ain ;g by clicking on the button

oK (see Fig. 10). The default EDS key is saved in the Downloads folder on drive C:
x|
Bbl cOBUpaeTech OTKPbITh:

Key-6.dat
ABnAoWMiAca: dat File (946 6aifT)
13 blob:

Kak Firefox cnegyeT 06paboTaTh 3TOT ¢haitn?

" OIKpelTbB  OB30p... |

® | CoxpaHUTb daiin

l_ BbINOMHATE aBTOMaTYECKIA A4 BEEX l.JIOBL‘:IJ'IDEl JAdHHONO THha.

OK I OTMmeHa

Fig. 10. Save EDS key window

Attention! For further use of the EDS key in operation, copy it in the "Downloads" folder to the USB-drive.

6. Next, you will be automatically taken to the certificate request page — step 2 (see Fig. 11).
=

[+| TIPABEKC FAHK  KABIHET KOPUCTYBAYA LICK
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Fig. 11. Page "Application for certificates"

7. It is necessary to check the data in the fields and click or , if the data is

incorrect. As a result, a window with the list of requests sent for processing to the Bank will open (see Fig. 12).
1/ TIPABEKC BAHK ~ KABIHET KOPUCTYBAYA LICK

- omsnaron o tascamamen o

3aBaHTamITH CeHepauis Ky 3aABKA HA CEPTUHIKATH Nepernsg saaBok ADXIB 389B0K

Npo rabiter

MopaHi 3asaBkM Ha opmyBaHHA cepTudikaTiB

Cnncox 3afE0K Ha HOPMYBAHHA CEPTHRIKATIE, Wo copMoBaHi KOpHCTYBaYeM Ta Bxe 00poGneni UCK yi sHaxopsTeeA Ha oGpobui
Booro samusie: 1
NH Chopmosaro * = 3aRBHUK (3aranbHe iM'a) Craryc o6poGkn Bankom * - OGpobGneno Nepernagifpyx
[ 82 27.08:2018 1118 TecToBe npusBine TecToBe iM'a He obpoGnenuii »

Fig. 12. "Display requests" section

8. Requests can be in several statuses:
e  "Not processed" is under consideration of the KCC administrator;



o "Rejected" — rejected by KCC administrator;
e "Processed" — personal key certified by KCC administrator.

9. To certify the user's personal key, it is necessary to print out the “Request to add JSC "PRAVEX BANK" keys. To do
this, next to the request with the "Not processed" status press the button ™, then in the form "Request for

certificate generation" (see Fig. 13) press the button

| TIPABEKC BAHK

Mpo kafiHeT SABAHTAXHUTH

KABIHET KOPMCTYBA‘—IA LICK

leHepauin kNYIE SaABkd Ha cepTHdikaTH Mepernag zaneok ApXiB 23080k

3asBka Ha chbopmyBaHHA cepTudikaTie

IHGopMaLA npo cTaH opofkK 33ABKH HA HOPMYEEHHA CEPTHMIKATIE Ta HhopMALIR NPO KOPUCTYEAaYA, AKWI T clhopMyBaB

IHdropMaLia Npo 3aRBKY

CiropmoBaHa:

Craryc:

IHdropMaLia Npo KOpHCTYBada

JaranoHa Hasea (im'a):

MNpizBAWwe:

It'A Ta Nno DaTbKOBI:

MicTo (HacC. nyHKT):
OGnacTs (perion):
Opranisauin:
Migposgin:
NMocana:

Appeca:

TenedoH:

Appeca enekTpoHHOT MOWTH:

MyGnikyBaTH cepTHdikaT:

Kog OP&$O0:

27082018 11:19

NpykysaTu gna nepegaud 6 Bavk

He oGpobneHuni

Tectose npussiwe TecToBe iM'A

TecToBe NpU3BiLe

TecToBe iM'A

Kuig

TecToEa KoMNaHIA
TecToBWiA nigposgin

TecToBa nocaga

olga.dimpul@pravex.ua

i

1234567280

Fig. 13. Form "Request for certificate generation"

10. Printed "Request to add JSC "PRAVEX BANK" keys" (in two copies) must be sighed and stamped by the Client's
authorized representative (see Fig. 14). After that the original Requests should be handed over to the service

department.



] TTPABERC hAHK

3anwT na aonasannn ki AT «TPABEKC BAHK
Jamosnennn sa cepTrtikalin &inxpuTol yacTusm enwoyie ELT

{MpoToxony poznoginy ki)
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Howep xaneTy
[ata sToopeHHn XaneTy

Jarancua Hazea (ie'n)
NIE enscamea ELN

L
IT0BI0LE 1L:E

Tacrope npor=ime Tecrope mem
Tectums npmssime Tecmoss s

Hasanerai ny=e EHIE

DGnscms

Oprauiz=ys TacToRS kKedimsals

Migpoagin TecTuEmii TzpoIgin

Nooaga TRCTURS DECKIR

AApota ENSKTROEHON NOWTH olza diepul Fperver uy

Kpunmorpatires-i annop Haes JCTY 4145- 202 ra Topdt-Tenuss s rp. romox EE
Blinrzermisa xnm ITSCM 11 ADXFCFACEQIE ITFS 19 B 28 3500 19

GCIEFETd AT 1538 00 73 36 15 SA 2000

Binwgerus sy nporoeony posnomny 40 00 9000 15 0F TE 33 82 51 QO EA 06 IF 11 FD IF G0 F4
FrAt 051 3EIEBEEPIT TP TIPL 4D FT EDEC A4 1P B4
BS5 31 B4 ES D2 EE 41 EEF= BL 85 D4 20 61 1D 47

= e i e
Temru=st. 1n aecsrers sosir Cepin Hswege
Fara saggl
o eesn i

B geoasepy 303 oo M e GonyTeaTIATE
somoread JIEAVEXEANE ELT

Deatmcad nizanc execema ELIT
TetTosHicT NpHEa==1 IR TS nars.

HEpimaT myTenrma

YrosmasaxeEy poaba GmET
Dlema npeeianey 3ameTs

Fig. 14. Example of request to add JSC "PRAVEX BANK" keys

11. After the KCC administration certifies the personal key, the status of the request will change to "Processed".

12. For further work with the personal key, the user needs to save the certificate. To do this, next to the request with
the "Processed” status press the button ™, then in the form of "Request for certificate generation" (see Fig. 15)
press the button . The certificate will be saved in the "Downloads" folder on drive C:

To use it, copy the certificate to the EDS personal key folder on the previously selected USB-drive (key-6.dat).

To use it in work copy the certificate to the folder with EDS personal key, which was generated according to
paragraph 5 of the section "Generation of personal key".



3aABKa Ha (hOpPMYBaHHA cepTUdIkaTie

luzopuEyis noo eTan ofpoSo saRaem sa hopuyEaHER CEpTUKETIE T3 (4o pUELYR Mo COEECTYREE,
Rl T edopiyese

lndrrpravin npe sanexy

Cobopwosana: 1007 2018 1518

Cramye: OEpoinaens

Yoo obpefime: ZD0E-07-10 18:55:04

Cdopnaeadl cepTadiEETA

= (=

CepTudivaT NpoTokey poinoginy.  2ssssTaims JoggesTa

lugsnpMaLIE NPD KOpHETYREYE
JarankHs Ha1Ea (MA): Tzerd Tarrd
MpizEnwe. T=ord
WA T3 o DaTeEoR Teard
RICTD (HEC NYHET) Haw
Odinaom (pariou):
Oiprarizayin: $izsuss ocoba
MEpCzan: dwasus noofa
Moeana: dizaius ocoba
Anpeca:
Tenedoan:

Azpaca naurpoHlol ROWTH:  clga dimpukSpraves ua

IMyEnikyeama capmapicar i)
Ko BP0 snd44332in

Puc.15. Downloading a personal key certificate

RESULT:
1. Generated personal key (Key-6.dat file)
2. Downloaded personal key certificate

Personal key and certificate can be used to pre-register a new client or a new key in the PRAVEXBANK BIZ system!

Technical support is available at (044) 521-02-70 or at IKB-help@pravex.ua (9:00 — 18:00 on weekdays).




