YKpanHcKas mexbaHKoBcKaa Accolmaums
U/IeHOB MNATEXHbIX CUCTEM
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KAK PACMO3HATb OULLNHTIOBbIV CAWUT,
BbIMAHWBAIOLL M KAPTOYHbIE PEKBA3UTDI
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QULMHIoBbIN CAaNT - YTO OTO?

DULWKNHIroBbIN CaNT — MOLLEHHUYECKNIA BEG-pecypc,
BbIMAaHMBAIOLWNI PEKBU3UTbI MIATEXHbIX KapT
” |

HOMep KapTbl
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noA BUOAOM NPeaoCTaBNEHNS HECYLLECTBYIOLNX YCIyT
NN UMUTUPYA BEG-pecypC opraHnsaLmin, KoToOpoMy AeprKkaTesib JoBepseT,

L.com

C LUenblo XMLLEHNS U UCMONb30BaHNA KOHGMAEHUMaNnbHON MHGOPMaLIMK B MOLLEHHNYECKNX LieNnsx

#2
HeMHOro ctatTucTmkim o GULLIMHIOBbIX CaTaxX

KonnuyecTso 1 KauectBoO NCMOJTHEHUA (I)I/ILLIVIHFOBbIX CaNTOB NOCTOAHHO pacTteTt
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BbIMaHUNBAOLWNX KaPTOYHbIE
PEKBU3NTDI Y YKPAUHCKUX

neprkatenemn, 6oino

NpPeAoCTaBNAT HECYLLeCTBYOLME CPEAHAA NOCELAEMOCTD

yCNyrv NOMNOJIHEHNA CYeTa
MobunbHoro tenedoHa

bunWwmnHroBoro canra
B T@YEHMEe OAHOro mecALa

BblABNEHO C Havana 2015 roga ero paboTbl

Mbl He MOXemM NOMOYb BaM cAienaTtb BblIOOP — CTaTb WIN He CTaTb XKepPTBOM MOLLUEHHUNKOB,
- 3TO Balle CamMoCToATeNIbHOE pelleHne. Ho noMoub pacno3HaTb GULIVHIOBLIN CalT,
- Mbl MOXXeM 1 Nomokem (cm. #3)
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Onpenenaem GULINHIOBbIN CaUT «Ha rnas3»
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OtcyTcTBYyeT 6e30nacHoe
COefMIHeHME MO NPOTOKONY
HTTPS, - appec Be6-cTpaHuLbl
HaunHaeTca ¢ http:// n
He MMeeT 3e/1IeHOro 3aMKa,
ornoBeLawoLero o6 yctaHoBKe
3alNLLEHHOrO
https-coegnHeHua

CanT 3aperncTpupoBaH Ha
AOMEeHe, rae He cyulecTByeT
OrpaHuUYeHnn onAa perucrTpaynm
(Hanpumep, .ru, .com.ua, .in.ua,
.pp.ua, .kiev.ua, .dp.ua, .te.ua,
.org, .net, .com, .info, .biz, .top,
.in, .cC) unn ncnonb3yeTt [OMEH
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MomeHTansHoe nonofiHeHne MOGUNLHOIo
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Cant pacnono<eH Ha g - \ :
Be6-cepBepe B APYrom K ' .
rocyfapcree, - Hanpumep, |« : g :
BebO-calT OTeYeCcTBEHHOIo } . n
acngﬁg;eemHHBOFrg C,\iapﬁm'/';acm A Hanunune «6nox» (HECTbIKOBOK) B
P NaTBUN nge M ep); ' N . Y TEeKCTOBKAX canTa - AaTtbl
3uMbabee win Pocenm ﬂ COOBLLEHNI 1 HOBOCTEW -
Mocne BBeAeHUA KAPTOUHBLIX |t Heda)KTya”be'e’ MHcI)opi\Aau,mn .
. ' yTepe 1 xefiepe canta He
s 4 ;| Pereuantos Aeparens NONYHAeT | | cootsercrayer ocHosHomy TekcTy

(Hanpumep, Ha3BaHMe caliTa Ha
npoBeneHNn onepayum '

. 6aHHepe n ¢pyTepe canTa He

« o
(Hanpumep, «Onepaums oTmeHeHa " | COOTBETCTBYET Ha3BaHMIO CaliTa B

6aHKOM!BO3MOXHble MPUYNHDI: 3

Cant 3aperncTtpnpoBaH
He[aBHO M OMJlayeH Ha
KOpPOTKUN CpoK (1 roa)

...»), pexe - coobLeHne 06 AMPECHOM CTpOke)
{ yCrnewHon onepaymmn, Ho NPy 3TOM g
OMnJlaYyeHHble YCNyru AepxaTesnto He
pammaTnyeckue, NPeAoCTaBNAIOTCA
CTUNINCTUYECKME, CUHTaKCUYeCcKne B cnyuae obpalleHna gepxartens

B CBOW 6aHK, - 6aHK He
noaTeepgaeT NnpoBefeHne nnu
NOMbITKY NpOBeAeHNA onepaunn

Ha yKa3aHHOM cauTe, -

aBTOPU3aLMNOHHbIN 3aNpocC No
KapTe OTCyTCTByeT

oWMBKN 1 onevaTKu
B TEKCTOBKAax canTa

Cnmwkom xopoLuo,
yTObbI ObITH NPaBAON

B agpecHom ctpoke
BblCBEUYMBAETCA OANHAKOBDIN
ajpec AnAa Bcex CTpaHuL, canTa

#4

Yek-nucT: ABnaetca nu cant GULLNHIOBbIM?

He BeEpbTE C/1IENO0 BCEMY TOMY, UTO PEKNTAMUPYETCA.

QOULWKNHroBble CaliTbl aKTUBHO npoaBuratoTcAa nx cosgatenamMmm C NCNoJib30OBaHNEM MHCTPYMEHTOB Be6-MapKeTVIHFaI
SEO-onTummnsaymm, KOHTEKCTHOW, 6aHHepHOVI PeKNnambl, peTapreTunHra, peksiaMmbl B COUMaJIbHbIX CETAX,
nosTomy B NONCKOBOW Bblaye CCbISIKM Ha (I)I/ILIJI/IHFOBbIe CalThbl MOTYT CTOATDb BbllIE CCbUTOK Ha NIETUTUMHbIE peCypCbl.

[lpoBepbTe, MCNONb3YeT NN CanT 6e30nacHoe coeariHeHre no npotokony HTTPS.

Ecnu agpec cTpaHuubl, Ha KOTOPOW MPOM3BOAMTCA ONJlaTa ycyru / MOKYMKKU, HAYNHAETCA C
http://, a He c https://, n He nmeeT 3eneHoro 3amka, onoseLyatowero 06 yctaHoBKe 3aliMLWEeHHOro
https-coeanHeHns, 3To 03HaYaeT, UTO CAWT HE UCMOMNb3yeT 6e30MacHOe COeAMHEHE N MOXET ObiTb GULLIVHIOBbLIM

[poBepbTe, Ha KAKOM JOMEHE 3aPErncTPUPOBaH CailT.

JlomeH NpucyTCTBYeT B Ha3BaHUM calTa. Ecnm caiiT 3apernctpupoBaH He Ha gomeHe .UA (Kak 60/bLINHCTBO
yKpauHckux TOI - nnaTeXXHbIX CEPBUCOB), - TO MapKep TOro, YTO CalT MOXKET ObITb GULLNHTOBBIM.

[lpoBepPbTE MECTOPACNONOXKEHNE BeO-cepBepa 1 BO3pacT CalTa.

Ana nposepku ncnonbsynte WHOIS-cepBuchl, - AnsA 3TOro B NONynApPHON NONCKOBOW cucTeme Habepute dppasy
«<Ha3BaHwue canita> WHOIS». Ecnn Bbl ucnonb3lyeTe 6paysep Mozilla Firefox, Bbl MoXkeTe aBTOMaTMUeCKn NPOBEPATb
MEeCTOpPacronoXeHne Beb-cepBepa Ntob6Oro carnTa, Ha KOTOPbIN 3aX0A4MTeE, MCNOJb3yA pacwmpeHne ansa bpaysepa
«Flagfox».

[TpoBepbTe TEKCTOBbLIN KOHTEHT CanTa Ha Hannyme rpaMMaTnyecKux,
CTUNCTUYECKINX, CUHTAKCUYECKUX OLIMOOK 1 OMeYaToK.

[na GbICTpo NPOBEPKU TEKCTA CKONUPYIMTE TEKCT HAa MPOBEPAEMON CTPaHULEe 1 BCTaBbTe ero B JokymeHT Word,
BK/IOUMB MPOBEPKY NPABONUCAHNA.

[lpoBepbTe KOHTEHT CalTa Ha Hannume «6nox» (HeCTbIKOBOK).

3pecb BCe 3aBUCUT OT Ballerl BHUMATEIbHOCTY U CKPYNYNE3HOCTU. Hanpurmep, ecnm Ha cante Ncnonb3yeTca
CYEeTUMK OMnaT, OH MOKeT NOCTOAHHO MOKa3blBaTb OAHO U TO »Ke KOJIMYeCTBO NPOmn3BeAeHHbIX ONaT Uimn ero
MOXeT «BpaLlaTb» creuranbHasa nporpamma. lMoHabnioganTe 3a canTom, NPOCMOTPUTE BCe ero pasaenbl

(He BONHyIMTECH: GULLINTOBbIE CalTbl HE MOTYT MOXBACTaTbCA OONbLUMM KONNMYECTBOM CTPAHML), - Y Bbl MOXeTe
06HapyXMTb MHOTO «6/10X», Ha KOTOpPbIE Bbl He 0OPaTMAN BHMMAHWA C NePBOro B3rnAaaa.

[poBepbTE HaNMumne OAVHAKOBbIX AIPECOB AMA Pa3HbIX CTPAHUL, CaliTa.

[na NpoBepKM KNVKHUTE Ha Pa3fen MeHI0 U CMOTPUTE HA afpPeCcHYIo CTPOKY — M3MEHWUICA NIV aapec CTPaHWLbl Npw
rnepexoAe C rMaBHOWN CTPaHuLbl Ha Apyron pasgen? loctaTouHo 6yAeT NpoBepuTb 2-3 CTPaHWLbl CalTa.

[lpoBepbTe penyTauuio canTa.

Habepute B nonynapHOM NOMCKOBOW CUCTEME Ha3BaHMe canTa. Hannune oTpuuaTenbHbIX OT3bIBOB UM OTCYTCTBUE
NHPopmMaumn o cante (HoBocTen, NybNMKauui, OT3bIBOB U T.4.) B MOVCKOBOW Bblaye — CEPbE3HbIN NOBOA 3aAyMaTbCA
0 NermTMMHOCTM Beb-pecypca.

[lpoBepbTE aApeC 1 BHEWHWI BUA OPULIMANTIBHOIO CalnTa.

Ecnn Bbl fOBepAeTe opraHn3auumn, UMa KOTOPOWN HOCUT CanT, HO XOTUTE YAOCTOBEPUTBLCA, YTO CAalT NPUHAANEKNT UMEHHO
e, HabepurTe B NONYNAPHON NOUCKOBOM cucTeme ¢pasy «OPpuumanbHbIin CAaNT <Ha3BaHME OPraHM3aLnn>», - Ha NePBOM
MecTe NOUCKOBOW Bblaaun 6yaeT pacnonaratbca odrUmanbHbI CAlT MCKOMOW OpraHnu3auunm, Nponaa no CCbinke Bbl
CMOXKeTe CPaBHUTb afpec 1 BHEWHWI B 0dULIMANbHONO caliTa C CanToM, KOTOPbIN Bbl NpoBepseTe.

ByabTe paunoHanbHbI 1 Pa3yMHbI.

B NPUHATUNN peleHnA — NMNoJIb30BaTbCA UJTN HE MNMOJ1Ib30BaTbCA CanToOM - OI'II/IpaVITECb Ha 3ﬂ,paBbII7I CMmbiCn,
a He Ha CKa304Hbleé aKUMOHHbIe O6€LIJ,aHI/IFI.
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O6HapyXUnn PULLNHIOBbIN CanT NN
CalT, KOTOPbIN MOXKET ObITb GULLMHIOBbIM?

MosigoMnTH NpoO quuneu'r'
www.ema.com.ua

T XU O U 9 O ¥ ¥ ¥ ¥ 9 ¥ 0 ¥ 909 0@ ¥ O ¥ 9 0¥ 9O ¥ 9 9 ¥ @ 0 0¥ 9@d 9@ 909 90 8 0@ 0¥ 909 909 9@ 9009 9@ 90 0d 0 988 T 0 38 9@ 9F¥ 909 ¥ 9@ 0¥ 0 ¥ 9 9Q T 90 9@ @ 0P 9@ ¥ @ @ 09 98 ¥ 9 9 % ©¥ )y
T H U U O ¥ O 0 0 08 O O O 0 0 O O 3JOF JT°F O OO O T T T T T T T T T T T T T T T T T T T T ETTEETE:EETEEETETEETTEETETETEETETEETTEETTETE T TEETETETETETTETTETTT T T T T T N N N N .Y T Yy

T XU 0N U 9 O ¥ ¥ U ¥ O - ¥ ¥ ¥ ¥ @ F ad Jd T i ad i di T 't Txdd i it T i T T aiasdaTam adamaTam i atdaTrm amamTrm amTasmamaaiTamaTamTamaomaiTasa am.as araTrmasrarors.rm i armtTses s i rat Tat e T e X ey X ey

YKpaunHcKkas mexbaHkoBcKas Accoumauuns
U/IeHOB MJIATEXHbIX CUCTEM

MA

Accoumauma «kEMA» -yKpanHcKaa MexxbaHKOBCKasa accoLmalma YeHOB MIaTEXHbIX CUCTEM.
Llenb Hawen paboTbl - BCECTOPOHHEE COAENCTBME PA3BUTUIO YAOOHbIX 1 6€30MacHbIX
Ge3HaNNYHbIX NIATEXHbIX MHCTPYMEHTOB 1 CEPBUCOB B YKpaunHe.

Y3Haw 6onblile Ha www.ema.com.ua



http://ema.com.ua/report-an-incident/



