Wolfsberg Group Correspondent Banking Due Diligence Questionnaire {CBDDQ) V1.4

the
Wolfsherg

Group

Financial Institution Name:
Lacation (Country) :

)

"PRAVEX BANK" Joint Stock Company

[Ukraine

T

The questionnaire is required to be answered on a Legal Entity (.E) Level. The Financial institution should answer the quastionnaire at the legal entity levet including any branches for which the client base, produscts and control
mode] are materially similar to the LE Head Office, This questionnalre should not cover more than ane LE, Each guestion in the CBDDG will need to be addressod from the perspective of the LE and an behalf of all of its
branches, If a response for the LE differs for one of its branches, this needs to be hlghlighted anc detalls regarding this differonce captured ot the end of each sub-section. H a branch's business activity {products offered, client

base ete.) is matorially different than its Entity Head Office o separate guestionnalre can be competed for that aranch.

B SN O I <1, S ST 7 L
1. ENTITY. & OWNERSHIP | (e R
1 Full Legal Mame
"PRAVEX BANK" Joint Stock Company
2 Append g list of foreign branches which are covered by
this questionnaire
Mo foreign branches
3 Full Legal (Registered) Address
10271, Ukraine, Kyw, 82 KLOVSKY UZVIZ
4 Full Primary Business Address (il differant from above)
0102, Ukraine, <yiv, 82 KLOVSKY UZVIZ
5 Date of Entity incorporationfestablishment =
[29.12.1992
6 B Selact type of ownarship and append an ownership chart
if available '
a4 Publicly Traded (25% of shares publicly traded) N
6 a1 If Y. indicate the exchange traded on and ticker P
syimbol -
Nao
6 b Member Owned/Mutual o
6c Government or State Owned by 25% or more MNa
6d Privately Owned Yes B )
6 di If Y. provide details of shareholders or Jitimate
beneficial owners with a holding of 10% or more
INTESA SANPACLO S.p.A. -100%
7 1% of the Entity’s total shares composed cf bearer shares | - N -
0%
8 ) Roes the Enlity, or any of its branches, operate under ar . -
Qffshore Banking Licanse (OBL)? B
8a IfY, provide the name of the relevant branch/es which |
operate under an OBL
Mo
: , ; s
9 Does the Bank have a Virtual Bank License or provide o
services only throuah online channels?
10 Name of prirmary financial regulator/supervisory authority
Mational Bank of Ukraine
11 Frovide Legal Enlity Identifier (LE1) if availabie
14360920
I . |
12 Frovide the full lagal nama of the ultimae parent (if 1
differant from the Entity completing the DOQG) '
INTESA SANPAOLD S.p.A.
|
S . o —— st |
13 Jurisdiction of licenging authority and regulator of Liidimate | E
parent l
Hialy, Europesn Central Bank
14 N [Select the business argés appiic:atﬁié lo the Entity B "
14 a Retail Banking Yas
14 b Private Banking 1Yes
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Waifsharg Group Correspondent Banking Due Diligence Questionnaire (CBDDQ) V1.4

14 ¢ :m_n_J Commercial l-‘san}a:ing'_ __:_:__ B lYes o . L
14 d Transactlional Banking e Mo .
14 e Invesiment Banking - _iNo L
14 F Financial Markets Trading Yes . i N
14 g Securities Servicas/Custody IYes .
14 h Broker/Dealer | Yes 2
14 i Multilateral Development Bank No
141 Wealth Management Mo -
14 k Other (please explaing
- e - e ]
15 Does the Entity have a significant (10% or more) portfolio
of non-resident custormners or does i derive more than
10% of its revenue from non-resident customers? (Non- ki
resident means customers primarily resident in a different
jurisdiction to the location where bark services are
nrovided)
15 a If Y, provide the top five counlries where the non- |
resident customers are located.
16 Select the closest value. “_L
16 a MNumber of emplovees 501-1000
16 b Total Assels Belwaen $100 and $500 million 4
17 Confirm that all responses provided in the above Section |,
are represemative of all the LE's branches., | res
17 a If N, clarify which questions the diferencels relate o | h
and the branch/es that this applies to.
I .
; i
18 If appropriate, provide any additional information/context ¢
to the answers in this section,
|
2. PRODUCTS BRSERVICES ' 11 (0 o b e fis :
19 Does the Entity offer the following products and services: | '
19 a Correspondent Banking ) -
19 ai IFy i '
19 ala Does the Entity offer Correspondeant Banking !Yes
services to domestic hbanks?
19 alb Does the Entity allow domestic bank clienis to NG
pravide downstream relationships? |
19 alc Does the Entity have processes and procedures in
place to identily downstream relationships with Mo
3 . _domestic banks? _ . e A o _ 4
19 ald Does the Entity offer Corraspondent Banking v
: ; es
secvices lo foreian banks? . e o
19 ale Does the Entity ailow downsream relationships N
. . 0
o __with foreign banks? o N .
19 alf Dees the Entity have processes and procedures in !
place to identilfy downstream relationships with ’Nm
foreign banks? ’-
19 alg Does the Entity offer Correspondent Banking
services o requiated Money Services Businesses iYes
(MSBsyMoney Value Transfer Services (MY TSs)?
19 alh Does the Entity allow downstream relationships | g o i T
with MSBs, MV TSg, or Payment Sarvice Provider
(PSPs)? _ i
18 atlh1 MSBs [N
19 a1h2 MYTSs Fa
19 athl FSPs Mo ]
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Woalfsherg Graup Correspondent Banking Due Diligence Questionnaire (CBDOQ) V1.4

19 ati Does the Entity have processes and proceduras in
place to identify downstream relationships with Mo
MEDBs IMVTSs/PSPs? }
18 h Cross-Border Bulk Cash Delivery Mo
19 ¢c Cross-Border Remittances | Yes
19 d Domestic Bulk Cash Delivery INo
19 e Hold Mail |No .
191 Interrational Cash Letler No -
L Low Price Securities No
18 h Payable Through Accounts No ]
19 i Payment services to non-bank entilies who may then
offer third parly payment services 1o their customers? g
19 i1 MY | please select all that apply below?
18i2 Third Parly Payment Service Providers
1913 Virtual Assel Service Providers (VASPs)
194 . eCommaearce Platforms R e e o
18 i5 Other - Please explain
I
19 | Private Banking _ Both i
19 k Remole Deposit Capture {RDC) Yes
19 | Sponsoring Private ATMs Yes
18 m Stored Value Instruments Yes .
18 n Trade Finanze Yes
190 Virtual Assets .
19 p For each of the following please staze whether vou -
offer the service to walk-in customers and if so, the
avplicable level of due dilinence:
19 p1 Check cashing service No _7
19 pia If yes, state the applicable level of due diligence
18 p2 Wire transfers Yes
19 p2a If yes. state the applicable level of due ciligence| ldentification and Verification
19 p3 Foreign currency conversion Yes ]
19 p3a Il yes, state the applicable level of due diligence{ldentification and Verification
19 p4 Sale of Monetary Instruments Mo
19 p4a If yes, state the applicablg level of due diligence;
19 p5 If you offer other services to walk-in customers ’
please provide more detail here. including
describing the level of due diigence.
19 g (Mher high-risk products and services identified by the
Entity (please specify)
20 Confirm that all responses proviced in the above Section v
arg representalive of all the LE's branzhes. ©s
20 a If N, clarify which questions the difference/s relate to
and the pranch/es that this appl es to.
21 If appropriate, orovide any additional nformationicontext

to the answers in this section.

[3. AlliL, 6TF & SANCTIONS PROGRAVINIE

ek T “yin
SR e ] 401
H L -]

22 Does the Entity have a programme that sels minimum
AML, CTF and Sanctions standards regarding the ;
_ following componeants; | |
22 a Appointed Officer with sufficiert experience/expertise ' Yes |
22 b Adverse Information Screening |Yes B
22 ¢ Beneficial Gwnership lves
22 d Cash Raporting Yes
22 ¢ CoD Yes B
227 EDD - Yes
22 g Independent Tasting Yes
22h Periodic Review Yeos
22 Policies and Procedures Yes
221 PEP Screening L Yes
22 k Risk Assessment Yes
221 Sanctions Yes i

BTt
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Wolfsherg Group Correspondent Banking Due Diligence Questionnaire (CBDDQ) V1.4

-

22 m Suspicious Activity Reparting Yes

22n Training and Education . Yes

22 0 Transaction Monitaring Yes B

23 How many full lime emplayees are in the Entity's AML, 14.100
CTF & 3anctions Caompliance Departmeni? |

24 Is the Entity’s AML, CTF & Sanctions policy approved at F
least annually by the Board or equivalent Senior Kl
Managemen! Committee? If N, describe your practice in
Cluestion 28,

25 Does the Board receive, assess, and challenge regular
reporting on the status of the AML, CTF, & Sanctions Yes
proaramme’? _

26 Does the Entity use third parties to carry out any
components of its AML, CTF & Sanctions programme? No

26 a IFY, provide further details

27 Does the entity have a whistleblower policy? Yes

28 Confirm that all responses provided in the above Seclion i
are representative of all the LE's branches )

28a IF N, clarify which questions the difference/s relate to

and the branchies that this applies 10 ,
|

29 If appropriate, provide any additional informationfcontext |

to the answers in this section,

{changes in local AML legisiation or Group reqguirements and respectively in internal policy.

l

Entity's AML, CTF and Sanctions policy is approved by Board on the proposal of Appointed officer. usually when

i
4, ANTI BRIBERY A CORRUPTION | @ =~ s BB PR L R it G
30 Has the Entity documented policies and procedures
consistent with applicable ABC regulations and G
requirements to reasonably prevent, detecl and report
bribery and corruplion™ L o
M Does the Entily have an enterprise wide programme that g
—_____|sets minimum ABC slandards? ~
32 Has the Entity appointed a designated officer or officers
with sufficient experiencefexperlise responsible for Yes
coordinating the ABC programme?
33 Does the Entity have adeqguate stafl with appropriate
levels of experiencefexperlise 10 'molement the ABC Yes
programme’y
34 Is the Entity's ABC programme applicable to; Both joint ventures and third parties acting on behalf of the Entity
35 Does the Entity have a global ABC policy that: ) o e
35a Prohibits the giving and receiving of bribes? This
includas promising, offening, giving, solicilation or
receiving of anything of value, directly or indirectly, if |Yes
improperly intended ta influence action or obtain an
_advantage
35h Includes enhanced requirements regarding interactian v
_ : 5 £s
with public officials?
35¢ Includes a prohibition against the faisification of books |
and records (this may be within the ABC policy or any
other policy applicable (o the Legal Entity)? Yes
7 i R 4 l ST -
38 Does the Entily have controls in place to monitor the g
. effectiveness of their ABC programme? T ]
74 Does the Board receive, assess, and challenge requar |,
reporting on the status of the ABC programme? Ves
38 Has the Entity's ABC Entarprise Wide Risk Assessment
(EWRA) been completed in the [ast 12 months? Yes
38 a if N, provide the date when the last ABC EWRA was
completed.
!
|
39 Does the Entity have an ABC residual risk rating that is {
the net result of the controls effeciiveness and the Yes
inherant risk agsessment?
40 Dees the Entily's ABC EWRA cover the inharent risk
components delailed below:
40 a Paotential liability created by intermediaries and other 'Vos
third-party providers as appropriate
40 b Corruption risks associated with the countries and
industries in which the Entity coes business, directly cr|Yes
@ throuah intarmecdiaries |
40 ¢ Transaclions, procucts or services. including these
that involve state-owned or state-controlled entities or ( Yes
: public officials y ) .
40 d Corruption risks associated with gifis and hospitality, |
hiring/internships, charitable conations and political Yes

| contributions
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' Walfsberg Group Correspondent Banking Due Diligence Questionnaire (CBDDQ) V1.4

......

40 e Changes in husiness aclivities that may materially !Yes
increase the Entily's corruption risk .
41 Does the Entity's internal audit funstion or other
independent third parly cover ABC Policies and Yes
i Procedures? ) e
42 Does the Entity provide mandatory ABC training to: )
42 a Board and senior Committee Management Ye&s
42 b 1st Line of Defence Yes
42 ¢ 2nd Line of Defence Yes
42d 3rd Line of Defence Yes
42 e Third parties to which specific compliance activities y
subiect o ABC risk have been cutsourced Nﬂtiﬁ?uaab[e
42 f Non-employad warkers as appropriate 'INO‘[ Applicable
___{contractors/consultants) . s
43 Does the Entity provide ABC franing that is targeted to Yes
. specific roles, responsibilities and activities?
44 Confirm that all responses provided in the above Seclion s
. are representative of all the LE’s b-anches o
44 a If N, clarify which questions the difference/s relate to
and the branch/es that this applies to.
45 If appropriate, provide any additional informationfcontext
to the answers in this section.
5. AL, CTF & SANCTIONS POLICIES & PROCEDURES = 10 1 :
46 Has the Entity documented policies and procedures | ) '
consistent with applicable AML, CTF & Sanclions
requlations and requirements to -easonably prevent,
. detect and repart: o
46a Money taundering Yes N
46 b : Terrorist financing Yes
46c Sanctions viclations Yes
47 Are the Entity's policies and procedures updated at least NG
anaually? } | .
48 Has the Entity chosen to compare i's policies and '
. procedures aaainst; ‘ _
48a U.S. Standards Yes .
48 al I Y. does the Entily retain a «¢cord of the resulis? |Yes ~
48b | EUStandards " Yes
48 b If Y, does the Entily retain a -ecord of the results? |Yes *_r )
49 Does the Entity have policies and p-ocedures that: N
49 a Prohibit the opening and keeg ng of anonymous and Yes
_____ fictitious named accounts s
49 b Frohibit the opening and keep ng of accounts for Yes
unlicensed banks and/or NBF s
49 ¢ Prohibit dealing with other entiies that provide
banking services to unlicensed Eanks LES
49d Prohibit accounisirelationships with shell banks Yes
49 e Prohibit dealing with anather ent ty that provides e
. services to shall banks
49 f FProhibit opening and keeping of accounts for Sectian
. i Yes
311 designated entities -
49 g Prohibit opening and keeping of accounts far any of |
unlicensed/unregulated remittzance agents, exchanges o
houses, casa de camhbio, bureaux de change or =
; ; nge o
o money transfer agents L
49 h Assess the risks of relationships with domestic and |
foreign PEPs, including their family and close Yes
i associates _ 2
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Waolfsherg Group Correspondent Banking Due Diligence Questionnaire (CBDDQ) V1.4

49 i Define the process for escalating financial crime risk
issues/potentially suspicious activity identified by Yes
emplovees — ot
49 j Define the process. where app-opriale, for terminating
existing cuslomer relationships due to financial crime | Yes
risk ; i
48k Define the process for exiting clients for financial
crime reasons that applies acrcss the entity, including | Yes
foreign branches and affiliates
49 | Define the process and controls to identify and handle
customers that ware previously exited for financial v
i - : es
crime reasons if they seek to re-establish 2
" relationshio
49 m Qutline the processes regarding screening for
sanctions, PEPs and Adverse Media/Negative News | Y €8
49 n Qutline the processes for the maintenance of internal Yos
. "watchlists” ~
50 Flas the Entity defined a risk tolerance statement or
similar document which defines a risk boundary around | Yes
i their business? | _ o
51 Does the Entity have record retention procedures that il\fes
comply with applicable laws? -
51 a If Y, what is the retention peroc?
13 years or mere
|
52 Confirm that all responses provided in the above Section y
. ; 835
are representative of all the LE's branches .
52 a If N, clarify which questions the difference/s relate to
and the branchfes thal this apples to.
53 If appropriate, provide any additional informationfcontext
to the answers in this section. (.47 Entity's policies and procadures are updated when changes in local legislation or in some iaternal
iprocedlwes.
|
[6.ANIL, CTF & SANCTIONS RiSi ASSESSMENT T T T
54 Daes the Entity's AML & CTF EWRA cover the inherenl |
risk_ components detailed below: : y
54 a Client Yes
54b Product Yes
S54c Channel o IYes o
54d ~ Geography . Yes |
55 Does the Entity's AML & CTF EVWRA cover the conlrols
effectiveness components detailed below:. .
55 a Transaction Monitoring Yes
55h: Customer Due Diligence ) Yes - i
55 ¢ _PEP Identificalion ) Yes )
35d Transaction Screening - Yes .
55e Name Screening against Adverse Media/Negative _
News L -
55 f Training and Education B Yes
55g Governance Yes
55 h Management Informanon Yes )
56 Has the Entity's AML & CTF EWRA been completed in Yes
the last 12 months? i
56 a If M, provide the date when the last AML & CTF l
EWRA was completed,
57 Does the Entity's Sanctions EWRA sover the inherent N
e e risk components detailed below:
57 a Client Yes
57 b Product ?Yes
57¢ Channel . Yes
57 d Geography |Yes &
58 Does the Entity's Sanctions EWRA cover the controls .
} effectivengss components detailed below: oo
58 a Customer Due Diligence ) Yes
58 b Governance . |Yes
58c List Management B Yes
58d Management Information |Yes -
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Wolfsbery Group Correspandent Banking Due Diligence Questionnaire (CBDDO) V1.4

- p— —rr e P

58 Name Scré‘é‘[yng L ¥BS, i o i
581 Transaction Screening Yes ] _
58 g Training and Education Yes _ .
59 Has the Entity's Sanctions EWRA Leen completed in the Vi
. last 12 months?
5% a If N, provide the date when the last Sanclions EWRA |
was completed.
60 Confirm that all responses provided in the above Section v
. s
are representative of all the LE's branches
60 a IT N, clarify which questions the difference/s relate 1o
and the hranch/es that this applies to,
61 | apprepriate, ﬁ?&uidﬁ- any additiona! information/contex!
to the answers in this seclion,
7 KYS, B and BRE - Ul b i o e Ui T Bt e Rt )
62 Does the Entity verify the identity of the customer? Yes
63 Do the Entity's policies and procedures set out when
CDD must be completed. e.g. at (he time of onboarding | Yes
. lor within 30 davs” '!
64 Which of the following does the Entily gather and retain
when conducting COD? Select all that apply:
64 a Customer identification s
64 b Expected activity Yes _
6dc Nature of business/employment Yes
64 d Chwinership structure ) IYes
64 e Product usage Yes
64 f Purpose and nature of relationship Yes.
64 ¢ Source of funds e | XEE B
64h Source of wealth L Yes
65 Are each of the following identified; '
65a Ultimate beneficial ownearship Yes
65 al_ Are ullimate beneficial owners verified? IYes -
65 b Authorised signaltaries (where applicable) Yes .
65 ¢ Keay controllers iYes L
65 d Other relevant parties Yes
66 What is the Entity’s minimum (lowest) threshold applied to 259
N beneficial ownership identification’? - K
67 Daes the due diligence process result in customers -!Yes
receiving a risk classification?
67 a If Y, what factors/criteria are used to determine the
cuslomer's risk classilication? Select all that apply:
67 al Product Usage Yes
67 a2 Geography Yes
67 a3 ks Business Type/industry Yes
67 ad Legal Entity type __I¥es
67 a5 Advarse Information _ ~ves )
67 ab Other (specify) I
Customer's [customer represeriative’s) behavior
68 Far high risk non-individual custorners, is a site visit a part i i
of vaur KYC process?
68a If Y, is this at: -
68 al Onboarding Yes _
68 a2 KYC renewal |Yes ~
68a3 Trigger event LYes
68 a4 Other ] | ~
68 ada If yes, please specify "Other" ;
]
|
|
)
69 Does the Entily have a risk based approach to scréening - )
cLstomers for Adverse Media/Negative News? |Yes
69a | MY, s this at: . l
69 al Onboarding Yes
68 az { KYC renewal Yes
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Wolfsherg Group Correspondent Banking Due Diligence Questionnaire (CEDRDQ) V1.4

|compliance approval?

69 a3 Trigger event |Yes
70 What is the method used by the Entity 1o screen for NAARE
e Adverse Madia/Negative News? . o
71 Does the Entity have a nisk based approach 1o screening
customers and connected parties to determine whether Vi
they are PEPs, or controfled by PEPs?
71a B HY, s this at;
71al Onboarding |Yes
71a2 KYC rengwal Yes
71 a3 Trigger eventl Yes
72 What is the method used by the Entity to screen PEPS? ,
Cambination of auwlomated and manual
73 Does the Entily have policies, procedures and processes
to review and escalale polential matches from screaning |
cuslomears and connected parties o determine whether | Yes
they are PEPs, or controlled by PEPs?
74 ls KYC renewed al defined frequencies based on risk v N
rating (Periodic Reviews)? e
74a | Ifyes, selectallthatapply: -
74 a1 Less than one year [No _ _ R
74 az T—2years Yes _
74 a3 3 -4 years ‘Yes
74 a4 3 years or more No B
74 a% Trigger-based or perpetual monitoring reviews B I
74 aé Other [Please specify)
75 Does lhe Entity raintain and report melrics on current B
and past periodic or trigger event due diligence reviews? |Yes
76 From the list below, which categorie":’; of customers ar -
industries are subject to DD andicr are restricted, or
prohinited by the Entity's FCC programme®? _
76 a Arms, defence, military | Prohihited
76 b — Respandent Banks _ﬁlways subject to EDD
76 b1 If EDD or restricted, does the EDD assessment
contain the elements as set out in the Wolfsberg  |Yes
Correspondent Banking Princioles 20227 | ) -
TEE.. Embassies/Consulates | Always sukject lo EDD ~
76d |  Extractive industries . |Always subject to EDD g
76e | Gambling customers _ _ Do not have this category of customer ar industiy
‘EE—L""“'_‘F* General Trading Companies Do not have thig category of customer or industry
76 ¢ Marijuana-related Entities Prohibited
76 h MSBMVTS customers Always subiect to EDD
76 Mon-account cusiomers Always subect o EDD
76 MNon-Government Organisations Always subject to EDD
76 k Non-residenl customers . __|EDD on risk-based approach
76 | Nuclear power » Elways subject to EDD
JEm Payment Service Providers _ﬁAIijs subject to £DD
i6n PEPs L ) Always subject to EDD
780 PEP Close Associates Always subject to EDD
76 p | PEP Related N Always supject to EDD
eq Precious metals and stones 1Da not have this category of customer or industry
76 r Read light businesses/Adult enlertainment | Prohibited
768 Regulated charities _ Always subject to EDD
76 t Shell banks B —[Pronibited
Bu Travel and Tour Companies |EDD on risk-based approach
Bv Unregulated charilies EDD on risk-based approach
76 w Used Car Deglers EDD on risk-based approach
70 X Virtual Asset Service Providers 1Do not have this category of customer or industry
76y Other (specify)
£ If restricied, provide delails of the restriction - B
|
|
78 Does EDD require senior business management andior | o
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Walfsherg Group Correspandent Banking Due Diligence Questionnaire (CBDDQ) V1.4

78 a If ¥ indicate who provides the apgroval: 'Both
79 Does the Entily have specific proced ires for onboarding !
entities that handle client money such as lawyers, INo
accountants. consultants, real estate agents? :
80 Does the Entity perform an additicnal control or quality y
. . . | Yes
review on clients subject to EDD?Y ! -
81 Confirm that all responses provided in the above Secticn v
: : : e5
are representative of all the LE's brarches
81 a If M, clarify which questions the diferencels relate wc
and the branch/es that this applizs to
82 If appropriaie, provide any additional in‘ormation/context
to the answers in this section. :
| |
8. MONITORING & REPORTING . K
83 Does the Entily have risk based wl:mes procedures Etl"ld I
manitaring processes for the iden: |fn:5t|c:m and reporing tes
s of suspicious activity? i .
34 What is the method used by the Ents‘r,r to monitor AiiieRataY
transactions for suspicious activites
84 a If manual or combination selectec, specify what type
of transactions are monitored mznually
84 b If automated or combination sa!et;ted,r are internal internal System
systermn or vendor-sourced toa s Lsed?
84 b1 If "Vendor-sourced tool' or|Belh' selected, what is
the name af the vendarioc!?
84 b2 When was the tool last updatad? ;
84 b3 When was the automated Tr:hsaction Maonitering |
application last calibrated? L N
85 Does the Entity have I‘egulamry requrements to report j"r’es
e sUSPicious transactions? N
85 a If Y, does the Entity have policies procedures and
processes o comply with suspicieus transaction Yes
reportina reauirements? _l .
86 Does the Entily have policies, precesures and processes
to review and escalate matters arising from the Yes
monitoring of customer transacticns and activity?
87 Does the Entily have a data qualiy management
programme to ensure that complete data for all Yes
transactions are subject to monitc rina?
88 Does the Entity have processes in piace to respond to .
Request For Information (RFIs) Fr:}m other entites in a |Yes
. timely manner? |
89 Does the Entily have processes in pace to send !
Requests for Information (RFIs) to thzir customers in a |“r’e=
timely manner? _
90 Confirm that all responses pmwdw = the above Seclion !Y
: 83
are representative of all Lhe LE's nranches L .
90 a If N, clarify which questions the differencefs relate 10 |
and the branch/es that this apoties {o I
91 If appropriate, provide any additicnal information/context
lo the answers in this section.
|
9. PAYMENT TRANSPARENCY : L R MR I e i o TR R L R O R I HOE I I .
92 Does the Entity adhere o the Wc‘lfsl‘:erg Group Payment 'Y
es
Transparency Standards? .
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Wolfsherg Group Correspondent Banking Due Diligence Questionnaire {CBDOQ) V1.4

Does the Entity have policies. prozecures and processes

93 :
to comply with and have controls in |z ace to ensure ;
compliance with: _, -
93 a FATF Recommendation 16 |Yes N
93 b Local Regulations : Yes
93 b1 If Y, specify the regulailr:-n o _ o
The Law of Ukraing "On Prevention and Combating the Legalization (Laundering) of Criminal Proceeds, the
Financing of Terrorism and the Financing of the Proliferation of Weagpons of Mass Destruction” with all updates
(latest No. 3050-1X dated 11.04.2023)
93¢ If N, explain !
a4 ) Does the Entily have controis ta supxort the inclusion of
required and accurate originator nfo-mation in cross Yes
i barder pavment messages? . .
95 [Does the Entity have controls to supsart the inclusion of
required beneficiary information cross-border payment Yes
e Imessages? " o . L . h_
95 g If Y, does the Entity have proded wres to include
beneficiary address including [zountry in cross border | Yes
pavments? '
a6 Confirm that all responses provided in the above Section v
: o 6
are representative of all the LE's aranches .
96 a If N, clarify which questions the difference/s relate to
and the branch/es that Lhis apolies to.
97 IT appropriate, pfowde any additinna information/context |
to the answers in this seclion, ;
|
10, SANGTIONS el s i R HE L : I ;
98 Does the Entlly have a Sanctmnﬁ Pc-llmr approved by ’
management regarding compliarze with sanctions law
apolicable 1o the Entity, including:wita respect to its Yag
business conducted with, or throl gh accounts held at ,
foreign financial institutions? !
99 Does the Entity have policies, prece dures, or other |
controls reasaonably designed to prevent the use of |
another entity's accounts or servizas in a manner causing
the other entity to violate sanctions prohibitions applicahle e
to the ather entity (including prohbitians within the other
entity's local jurisdiction)? '
100 Does the Entity have policies, prﬁacejures or other
controls reasonably designed to proiibit andfor detect
actions taken to evade applicahle senctions pronibitions,
such as stripping, or the resubmissicn andfor masking. of | Y =
sanctions ralevant infarmation injzress border s
transactions? - ';
101 Doas the Entity screen its custorners, including beneficial
awnership infarmation collected by i1e Entily, during e
aonboarding and reqularly thereaﬁﬁr against Sanclions ,
i | ISEST ' — i
102 What is the method used by the - nhiy for sanctions Aitareatas
screening?
102 a If 'automated’ or 'both automoter and manual
selected:
102 a3 Are internal system of vendo -sourced tools used? | Both -
102 ata If a ‘vendor-sourced taol' ar 'both’ selected,
what is the name of the ve ndorftoal?
Norkom (Detika)
o, i |
102 a2 When did you last test the eftactiveness (of lmdam;
true matches) and complaterass (lack of missing |
data} of the matching canfiguration of Lhe 1 Vear
automated lool? {If 'Other, please explain in !
A Cluestion 1101 | L
103 Does the Entity screen all sanclions relevant data. |
including at a minimum, entity and lecation information. ek
contained in ¢ross border transactions against Sanctions
Lisls?
104 What is the method used by the Zntity? | Combination of aulomated and manual i
105 Does the Entity have a data quakly nanagement
programme to ensure that complete data far all Yes
: transactions are subject fo sanctions screening? | -
106 Select the Sanctions Lists used by tne Entity in its
sanctions screening processes; 5
1067 Cansqhdateld United Nationsisesurity Gouni Used for screening customears and beneficial owners and for filtering transactional data
L Sanctions List (UN) ; A
i ; ; z
L gg;ﬁgﬂi@f&fgﬁﬁgigF?gf Teessuy s Oliice 0l iUsed for screening customers and beneficial awners and for filtering transactional data
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106 ¢ Office of Financial Sanctions Implementation HMT
_ (OFSI) , e " -
106 d European Union Consolidated Lis (=U) Used for screening custemers and beneficial owners and for fillering transactional data
106 & Lists maintained by other G7 merrber countries o -
106 f Other (specify)
linternal lists (including those issued by Ukrainian regulatory Authority).
107 When requlatary authorities make updates to their
Sanctions list, how many business days before the entity
updates their active manual and/cr & slomated screening
svstems against: i i i
107a Customer Data ‘Same day to 2 business days
107 b Transactions Samz day to 2 business days .
108 Does the Entily have a physical presznze. e g. branches,
subsidiaries, or representative off cas located in
countries/regions against which UN, JFAC, OFSI EU or |pNo
G member countries have enacted zomprehensive
jurisdiction-based Sanctions? |
109 Confirm that all responses provided in the above Section I‘r’
: . es
are representative of all the LE's oraaches ,
109 a If N, clarify which questions the difference/s relate to |
and the branchfes that this apalies to, l:
|
110 If appropriate, provide any additional in‘armation/contex! |
to the answers in this section, | !
|
I
|
[17. TRaiiNG s EUGATION . T T T i L
111 Does the Entity provide mandatory tiaining, which ;
e includes: _
111 a Identification and reporting of rarsactions to ag
i government authorities o
111 b Examples of different forms of manay laundering. !
terrorist financing and sanctions wia ations relevant for [Yes
L the tvpes of products and services offerad L )
111 ¢ Internal policies for controlling money laundering. Yes
_ . terrorist financing and sanctions vigations ' ” .
111 ¢ New issues that occur in the mar:e", e.g. significant Ve
SR requlatory actions or new requlat ors
11ie Conduct and Culture - Yes
A11f Fraud - 1Y es - ]
12 |s the above mandatory training prov ded to N | -
M2a Board and Sgnior Commitiee Management __¥es
B2h 15t Line of Defence o | Yes i L o
112¢ 2nd Line of Defence B Yes o
112 d 3rd Line of Defence Yes L
112 e Third parties to which specific FCT activibes have Not Applicable
‘ been outsourced T T— .
112 ¢ Non-ermployed workers (contractarsiconsultants)  INot Applicable 3
113 Does the Entity provide AML, CTF & Sanctions training |
that is targeted lo specific roles. responsibilities and high |
risk products, services and activities? Yes
!
114 Does the Entily provide customisad Taining for AWML, CTF: T -
: Yes
and Sanctions staff? ! - B
114 2 I Y, how frequently is training de vered? | o L B
115 Confirm that all responses provided n the above Section |
; : Yes
are representalive of all the LE's branches | B
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1152 I N, clarify which questions tha diffecencefs relate to |
and the branchies thal this apalies to.
116 If appropriaie, provide any additional informationfcontext
to the answers in this section,
12. QUALITY ARSURANGE JCOMPLIANGE TESTING B
67 Does the Entily have a program wicle risk based Quality |
Assurance programme for financial c-ime (separate from '
~ _ the independent Audit functioni? ‘ e
118 Does the Entily have a program wide risk based
Compliance Testing process (separee from the Yes
___lindependent Audit funclion}?
119 Confirm that all responses provided m the above Section \
- ; ; es
are representative of all the LE's braaches
119 2 If N, clarify which questions the diferencels relate to |
and the branch/es that this applies to.
120 If appropriate, provide any additional ‘nfarmation/context
to the answers in this section, g
o |
13 AUDIT TR TR A L e L
121 In addition to ingpecticns by the government |
supervisorsiregulators. does the Entiy have an internal |
audit function, a testing function or ot=er independent iYes
third narty, ar both, that assesses FC2 AML, CTF, ABC,
Fraud and Sanctions policies and practces on a regular |
hasis? » i
122 How often is the Entity audited on its AML, CTF, ABC,
Fraud and Sanctions programme 2v e following:
122 a Internal Audit Department Yearly
122 b External Third Farty . [Component based reviews
123 Does the internal audit function or oth=r independent third ? o
. party cover the following areas: | -
123 a AML, CTF, ABC, Fraud and Sanctions policy and os
gres procedures L
123 b Enterprise Wide Risk Assessmen Yes
123 c Governance IYes
123 d KYC/CDD/EDD and underlying methodologies Yes
123 e Name Screening & List Managamert Yes
231 b Reporting/Metrics & Managemant Information Yes
123 ¢g Suspicious Activity Filing Yes
d23n | Technology e Yes .
1231 Transaction Monitaring ) Yes e
1233 | Transaction Screening including for sanclions Ye§ o o
ek Training & Education L Yes - o
- Gther {specify) | ki
i
|
124 Are adverse findings from internal & external audit
fracked to completion and assessed for adequacy and Yas
_ completeness?
125 Cenfirm that all responses provided ir the above section e
.. |are representative of all the LE's b-anches !
125 a If N, clarify which questions the difierencess relate to | |
and the branch/es that this appies to.
|
1265 If appropriate, p'r"::;uide any additional infarmation/context | B ;
to the answers in this section. ,
|
R I » : |
12l Duoes the Entily have policies in place addressing fraud i‘f’es i
risk’? !
123 Doeas the Entity have a dedicated tearn responsible for T )

praventing & delecting fraud?
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